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ABSTRACT

There is a large amount of data that is published on the web. Several techniques have been
developed to extract and integrate data from Web sources. However, Web data is inherently
imprecise and uncertain. Novel approaches to deal with the uncertain data have been recently
proposed. However, they assume an uncertain degree is already associated with the data. This
paper addresses the issue of characterizing the uncertainty of data extracted from a number of Web
sources. We developed a probabilistic model to compute a probability distribution for the extracted
values, and the reliability of the sources. We also report the results of several experiments on both
synthetic and data extracted from real-life Web sites.
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1 Introduction

As the Web is offering increasing amounts of data, several research projects have concentrated on
the development of scalable techniques for extracting and integrating data from Web sources.

An interesting feature of the Web is the redundancy of information, which occurs both at the
intensional and at the extensional levels, as many sources provide similar information about the
same objects. For example, in the financial domain there are several Web sites that publish detailed
data about attributes such as last trade, volume, and market capitalization for the NYSE stock
quotes.

The redundancy of information among a large number of sources represents an interesting and
specific feature that can be leveraged to address the data integration issue. However, redundancy
among autonomous and heterogeneous sources also implies inconsistences in the integrated data:
sources can indeed provide different values for the same property of a given object. To give a
concrete example, on April 21st 2009, the open trade for the Sun Microsystem Inc. stock quote
published by the CNN Money, Google Finance, and Yahoo! Finance Web sites, was 9.17, 9.15
and 9.15, respectively.

Inconsistency makes Web data inherently uncertain. The database community has recently
proposed several solutions for modeling and processing uncertain data. However, as we discuss in
Section 2, they assume that a degree of uncertainty is already associated with the data. When we
extract data from the Web, we have just the raw values, without any characterization about the
inherent data uncertainty nor the source reliability. Ranking schemes (such as pageRank) provide
an indication of the reliability of the source, but they refer to properties that mainly deal with
information retrieval goals and concepts.

This paper addresses the issue of characterizing the uncertainty of data extracted from Web
sources. We have developed a probabilistic model, whose goal is twofold: it associates the possibly
inconsistent values proposed by the various sources with a probability distribution, and it computes
a reliability score for the sources. Our model analyzes the consensus among the sources and their
reliability: the overall intuition is that the agreement of many sources over a certain value is reason
for thinking there is a high probability that value is truth, depending on the reliability of the
sources.

2 Related Work

Our work explores the application of probabilistic techniques to the results of Web data integration
processes.

Many projects have recently been active in the study of imprecise databases and have achieved
a solid understanding of how to represent [15] and process [7] uncertain data (see [8] for a survey
on the topic). On the contrary, there has been little focus on how to populate such databases with
sound probabilistic data. Even if this problem is strongly application-specific, there is a lack of
solutions also in the popular field of data extraction and integration.

The development of effective data integration solutions based on probabilistic approaches has
been addressed by several projects in the last years. Cafarella et al. have described a system to
populate a probabilistic database with data extracted from the Web [4]. However they do not
consider the problems of combining different probability distributions and evaluating the reliability
of the sources. Also in [10] the redundancy between sources is exploited to gain knowledge, but
with a different goal: given a set of text documents they assess the quality of the extraction process.
Other works propose probabilistic techniques to integrate data from overlapping sources [11], or
other forms of dependencies between sources [16].
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Our work is related to the issue of combining probability distributions expressed by a group
of experts [6, 5, 12], which has been studied in the statistics community. These works follow ei-
ther behavioral or mathematical approaches. Behavioral approaches attempt to generate agreement
among the experts by having them interact (e.g. [9]). Behavioral approaches consider the quality
of individual expert judgments, but they cannot be applied in our context as they rely on the in-
teraction among sources. On the other hand, mathematical methods, which build on the Morris’s
seminal work [14], propose processes and models, mostly Bayesian, to combine individual prob-
ability distributions and produce a single distribution. These methods differ from our approach,
since they consider the reliability of the experts as given or, when such information is not available,
they propose solutions that do not take into account the experts reliability at all. Our proposal is
mainly inspired by [13, 3] and strongly relies on the idea that the reliability of the sources plays a
crucial role in the computation of the probability distribution for the value of interest.

Berti-Equille et al. have recently tacked the issue of detecting dependencies between Web
data sources [1]. Their techniques could be applied to extend our setting to include dependencies
between sources. Anyway, we observe that the role of plagiarism among web sources is worth
debating because sources tend to copy from good sources.

3 A Probabilistic Model for Uncertain Web data

In our settings, a Web source that provides the value of a certain property for a real world object
is modeled as a witness that reports an observation. For example, there are several Web sources
that report the value of the last trade for the NYSE stock quotes. We say that these sources are
witnesses of the last trade for the NYSE stock quotes.

Sources can provide values for many properties of a large number of objects. For example,
financial Web sites usually publish the values for several stock quote properties, such as volume,
max and min values, etc.. However, without loss of generalization, we develop the discussion
considering only one property. For the sake of readability, in the following we may omit to specify
the property an observation refer to, and by the value of an object is meant the value of the property
for that object.

As we have discussed in the previous section, different witnesses can report inconsistent obser-
vations, that is, they can provide inconsistent values for the same objects. We characterize the
uncertainty of data by computing the probability that the observed property of an object assumes
certain values, given a set of observations that refer to that object from a collection of witnesses.
With respect to the running example, we compute the probabilities distribution for the open trade
of the Sun Microsystem Inc. stock quote, given the three observations illustrated in the previous
section. Also, we characterize the reliability of a witness, by computing the probability that it
provides the correct values for a set of objects, given the observations of other witnesses for the
same set of objects.

To compute the probability that the value of an object is correct, our model considers two
factors: the consensus among the witnesses’ observations and the reliability of the sources. Given
an object, the larger is the number of witnesses that agree for the same value, the higher is
the probability that is the correct value. However, the agreement of the witnesses’ observations
contributes in raising the probability that a value is correct in a measure that depends also on the
reliability of the involved witnesses.

To evaluate the reliability of a witness we compute how its observations compare with the
observations of other witnesses for a set of objects. A witness that frequently agrees with other
witnesses is likely to be reliable.

Therefore, consensus among sources and sources’ reliability are mutually dependent: the greater
is the reliability of the sources, the more they agree for a large number of objects. Similarly, the
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more the sources agree on a large number of objects, the greater is their reliability. Based on these
ideas, we have developed an algorithm, called pre, that computes the distribution probability for
the value of every observed object and the reliability of the witnesses. Our algorithm takes as input
the observations of some witnesses on a set of objects (e.g. the open of the NYSE stock quotes) and
the prior distribution of the observed property values. The algorithm is composed of the following
three main steps:

1. Consensus: based on the agreement of sources among their observations on individual ob-
jects and on the current reliability of sources, compute the probability distribution for the
value of every object;

2. Reliability: based on the current probability distributions of the observed objects, evaluate
the reliability of the sources;

3. if the reliability of sources did not change in step 2, terminate. Otherwise, go to step 1.

In the following, we first present our probabilistic model for computing the probability distribution
for the values of the observed objects. Then, we illustrate how we evaluate the witnesses’ reliability.

3.1 Probability Distribution of the Values

The following development refers to the computation of the probability distribution for the values
of one object, given the observations of several witnesses, and the witnesses’ reliability. The same
process can be applied for every object observed by the witnesses.

We use a discrete random variable X to model the possible values of the observed object.
P(X = x) denotes the prior probability distribution of X on the x1, . . . , xn possible values. For
the sake of readability, the symbol ẋ denotes the event X = x, i.e. the event “x is the correct value
for X”.

The individual observation of a witness is denoted o; also, v(o) is used to indicate the reported
value.

The reliability of a witness w, denoted r, corresponds to the conditional probability that the
witness reports x, given ẋ; that is: r = P (o|ẋ), with v(o) = x.

Given a set of witnesses w1, . . . , wk, with reliability r1, . . . , rk that report a set of observations
o1, . . . , ok our goal is to calculate:

P
(
ẋ
∣∣∣ k⋂

i=1

oi

)
That is, we aim at computing the probability distribution of the values an object may assume,
given the values reported by k witnesses.

First, we can express the desired probability using the Bayes Theorem:

P
(
ẋ
∣∣∣ k⋂

i=1

oi

)
=

P
(
ẋ
)
P
( k⋂

i=1
oi

∣∣∣ẋ)
P
( k⋂

i=1
oi

)
The events ẋi forms a partition of the event space. Thus, according to the Law of Total Probability:

P
( k⋂

i=1

oi

)
=

n∑
j=1

P
(
ẋj

)
P
( k⋂

i=1

oi

∣∣∣ẋj

)
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Assuming that the observations of all the witnesses are independent,1 for any event ẋ we can write:

P
( k⋂

i=1

oi

∣∣∣ẋ) =
k∏

i=1

P
(
oi

∣∣∣ẋ)
Therefore:

P
(
ẋ
∣∣∣ k⋂

i=1

oi

)
=

P
(
ẋ
) k∏

i=1
P
(
oi

∣∣∣ẋ)
n∑

j=1
P
(
ẋj

) k∏
i=1

P
(
oi

∣∣∣ẋj

) (1)

The term P (ẋ) is the prior probability that X assumes the value x, obviously equals to P(ẋ).
The term P (o|ẋ) represents the probability distribution that a witness reports a value v(o).

Observe that if v(o) = x (i.e. the witness reports the correct value) the term coincides with the
reliability r of the witness. Otherwise, i.e. if v(o) 6= x, P (o|ẋ), it corresponds to the probability that
the witness reports the incorrect value v(o). In this case, we assume that v(o) has been selected
randomly from the n− 1 incorrect values of X.

Since P (o|ẋ) is a probability distribution:∑
v(o)∈{x1,...,xn}

P (o|ẋ) = 1;

therefore, ∑
v(o)6=x

P (o|ẋ) = 1− r.

We can assume that every incorrect value is selected proportionally to the prior probability distri-
bution P, that is:

P
(
o
∣∣∣ẋ) = ∆P

(
X = v(o)

)
.

Then: ∑
v(o)6=x

P
(
o
∣∣∣ẋ) =

∑
v(o)6=x

∆P
(
X = v(o)

)
= 1− r.

From which:
∆ =

1− r

1− P(ẋ)
.

We can then conclude:

P (oi|ẋ) =

{
ri , v(oi) = x

1−ri
1−P(ẋ)P(X = v(o)) , v(oi) 6= x

(2)

Combining (1) and (2), we obtain the final expression to compute P
(
ẋ
∣∣∣ k⋂

i=1
oi

)
.

Example The above formula can detect and exploit the consensus to compute how probable are the
value observed by the witnesses. In the following we apply the formula using a very small dataset
for shortness reasons, but we remind that the formula is intended to work over a bigger dataset.

In this example the prior probability distribution of the values is uniform and four witnesses
report a (possibly null) value for each of the five observed objects O1, ...,O5. As we have no evidence
of the witnesses’ reliability, we set each of them to the same constant value 1.0.

1This assumption is a simplification of the domain, because one source might copy data from other sources.
However, if an external subject provides the correlation of sources, it is possible to extend our model to settings
where sources may copy.
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w1 w2 w3 w4 a b c d e
O1 c a c 0.0 0.0 1.0 0.0 0.0
O2 d b b c 0.0 1.0 0.0 0.0 0.0
O3 a c e c 0.0 0.0 1.0 0.0 0.0
O4 d d 0.0 0.0 0.0 1.0 0.0
O5 c e b d 0.0 0.25 0.25 0.25 0.25

On the left side of the table the witnesses and their observations are shown. On the right side
we report, for each object, the probability distribution that associates a probability with every
possible value of the object.

For O4 the witnesses reported always the same value “d”, this is the simplest combination.
The consensus is total and the formula returns 1.0 for “d” and 0.0 for every different value. An
incomplete consensus is reached for objects O1,O2,O3, as two witnesses report the same value.
Therefore, as the reliability of the witnesses is constant, this consensus excludes any other value.
For the object o5 there is no consensus and the reported values are equiprobable.

In this scenario the reliability of the witnesses have no influence because are constant. In the
following we shall illustrate how we estimate them and we show in an example their key role in the
generated probability distributions.

3.2 Witnesses Reliability

We now illustrate the evaluation of the reliability of the witnesses, given their observations for
a set of objects, and the probability distributions associated with the values of each object.

Our approach is based on the intuition that the reliability of a witness can be evaluated by
considering how its observations for a number of objects agree with those of other witnesses. Indeed,
assuming that a number of sources independently report observations about the same property (e.g.
trade value) of a shared set of objects (e.g. the NYSE stock quotes), these observations unlikely
agree by chance. Therefore, the higher are the probabilities of the values reported by a witness,
the higher is the witness’ reliability.

We previously defined the reliability ri of a witness wi as the probability that wi reports the
correct value. Now, given the set of n objects for which the source wi reports its observations
o1, ..., on, and the corresponding probability distributions P1(ẋ), ..., Pn(ẋ), computed from the ob-
servations of many witnesses with the formula described above, we estimate the reliability of wi as
the average of the probabilities associated with the values reported by wi:

ri =
1
n

n∑
j=1

Pj

(
X = vj(oi)

)
(3)

where vj(oi) is the value of the observation reported by wi for the object j.

We have implemented the pre algorithm in a Java working prototype. The algorithm initializes
the values of the sources’ reliability to a constant value, then it starts the iteration that computes
the probability distribution for the value of every object (using (2)) and the reliability of sources,
using (3).
Example Let us consider again the example introduced in Section 3.1. The following table illustrates
this is the evolution of the reliability of the witnesses:
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step w1 w2 w3 w4

0 1.0 1.0 1.0 1.0
1 0.31 0.65 0.56 0.56
2 0.16 0.66 0.52 0.41
3 0.07 0.71 0.54 0.29
... ... ... ... ...
27 0.00 1.00 0.50 0.25
28 0.00 1.00 0.50 0.25

Notice how the consensus gradually drives the estimation until it converges to a certain set of
reliability that does not change any more in two subsequent iterations. Eventually, the witness
w2 appears as the most reliable, it always reports the estimated correct values. At first sight its
consensus was not clearly visible, but it is possible to verify that for the objects O1,O2,O3,O4 the
observations of w2 correspond to at least another one of O3,O4 or O5.

In order to appreciate the role of the witness reliability we now show the probability distributions
computed after the third iteration:

w1 w2 w3 w4 a b c d e
O1 c a c 0.73 0.08 0.03 0.08 0.08
O2 d b b c 0.01 0.92 0.03 0.05 0.01
O3 a c e c 0.01 0.04 0.70 0.04 0.21
O4 d d 0.02 0.02 0.02 0.92 0.02
O5 c e b d 0.09 0.27 0.01 0.05 0.58

Every value that in subsequent iterations will be supposed correct is evaluated with a probability
higher than 0.5.

The probability distribution for O1 and O5 are remarkable. The former is a rare case of
consensus over uncorrect values, but generally the consensus rewards w2. Therefore, the consensus
of w1 and w4 is overcome by the reliability of w2. The latter probability distribution is a common
case of total lack of consensus, in this situation the witness with higher reliability prevails.

4 Experiments

We now describe the settings and the data we used for the experimental evaluation of the proposed
approach. We conducted two sets of experiments. The first set of experiments were done with
synthetic data while the second set were performed with real world data: we used collections of
data extracted from web sites from three distinct domains, i.e. soccer players, stock quotes, and
videogames.

The goal of the experiments with synthetic data was to analyze the algorithms behavior under
varying conditions: number of sources, percentages of null values, reliability of the sources. In
particular, we choose configurations of synthetic data that were comparable to those found in real
world sources.

4.1 Synthetic scenarios

We have developed a tool for the generation of synthetic scenarios. The tool simulates the data
provided by a collection of k sources, by generating the values for a set of n objects. The generation
process is configured with the following parameters: prior distribution for the values and cardinality
of the values alphabet; also, for each source of the k sources, we can configure the percentage of
null values, and the source reliability r.
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For every experiment, in an initialization step, the tool generates a sequence T of values
t1, . . . , tn, according to the configured prior distribution.2These values are taken as the truth for
the current experiment: they represent the correct (true) values for the observed objects. Then,
the tool simulates the generation of the values produced by the k sources, according to the input
configuration. For every object the tool produces either a correct value, or an uncorrect value, or
a null value, according to the source configuration.

We conducted three sets of experiments to study the performance of the algorithm with different
configurations. In all the experiments we generated values for n = 500 objects. Figure 1 summarizes
the configurations of the three sets of experiments. The three sets of experiments EXP1, EXP2,
EXP3 aim at studying the influence of the percentage of null values, the number of sources, the
number of alphabet values, respectively.

%null #sources #symbols
EXP1 0%–90% 30 15
EXP2 25% 4–36 15
EXP3 25% 30 2–40

Figure 1: Configurations for the synthetic scenarios.

In order to evaluate the influence of reliable and unreliable sources, for each of these configura-
tions, we also varied the ratio between bad sources and good sources. The reliability of bad sources
is 0.4 (that is, 60% of the reported values are uncorrect), whereas the reliability of good sources is
0.9. We used three combinations of good and bad sources with the following percentages of good
ones: 30%, 60%, and 90%.

We run our algorithm to compute the probability distribution for each object, and the reliability
of each source. In the following we call this procedure the iterative approach. To highlight the
effectiveness of our algorithm, we also compared our solution with a naive approach, in which the
probability distribution is computed ignoring the reliability for the sources. In practice, as done
by approaches that do not provide any solution to evaluate the reliability, we impose a constant
reliability (0.6) for all the witnesses and compute the distributions in just one step, without any
iteration.

4.1.1 Evaluation Metrics

We rely on two metrics, called probability concentration (PD) and reliability precision (RP), to
measure the performances of the algorithms in computing the probability distributions and the
reliability of the sources, respectively.

Probability Concentration (PC) The Probability Concentration measures the performance
of the algorithms in computing the probability distributions for the observed objects. Given the
truth vector T , the probability concentration is the average probability associated to the correct
value:

PD =
1
n

n∑
j=1

Pj

(
X = tj

)
.

Note that if all the probability distributions associate a probability value of 1 to the correct value,
PD equals 1. Conversely the lower is PD the more the probability distributions are scattered over
uncorrect values, i.e they associate probability to uncorrect values.

2For the sake of simplicity we always adopt a uniform distribution (which is therefore derived from the cardinality
of the values alphabet).
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Reliability Precision (RP) We compare the results of the algorithm with the actual reliability
of the sources, which is specified by the input configuration, in order to measure the quality of the
computed reliability:

RP =
1
k

k∑
i=1

|ri − ri|.

Note that if the estimated values for the reliability of the sources are identical to the real ones,
then RP equals to 0.

4.1.2 Results

The results of the our experiments on the synthetic scenarios are illustrated in Figure 2. For each
set of experiments we report three PC graphics to plot the Probability Concentration, where each
graph refers to different percentage of good sources, and one RP graphic to plot the Reliability
Precision. Each PC graphic reports the performances of both the naive and the iterative approaches.
The RP graphics plot the curves for the reliability evaluation with the three different percentages
of good sources.

It is apparent that the iterative approach always outperforms the naive one, and that in all
the considered settings, the Probability Concentration descends below 0.9 only when either the
percentage of null values is greater than 75%, or the number of sources is below 8. In all other
cases, by looking at the RP graphics, it can be noted that the average errors in the reliability
estimation is well below 0.02. Overall, the algorithm reacts slowly to the worsening of the sources,
and even with only 30% of good sources, the Probability Concentration is around 0.75 for only 4
sources. Compared to the naive approach, the results of the iterative approach are only marginally
affected by the number of symbols in the alphabets, and it is able to reach optimal results already
with 3 symbols.

4.2 Real-World Web data

To gather data from dozens of Web sites we used Flint, a system for the automatic extraction and
integration of Web data [2].3

The settings for the real-world experiments are reported in Figure 3, which shows the list of
attributes that we studied for each domain.4. #objects reports the number of objects that have
at least two sources reporting a value for the actual attribute. The lower bound for this dimension
is a few hundreds.

It is worth observing that the percentage of null values (%null) is very low for all the stock
quotes attributes, while it is rather high for the other two domains. Also the size of the values
alphabet (#symbols) differs among the attributes, ranging between five and 2079.

We ran our algorithm over the three scenarios with interesting results. For space limitations we
cannot report the individual results of the experiments; thus we discuss some important results of
this experimental activity.

Stock quotes Web sources reporting financial data shown very high average reliability for all
attributes. For example, the average reliability over all the sources for the attributes daily high
price and last trade price were 0.98 and 0.99, respectively. For the last trade price the lowest

3Pages were downloaded on April 20th 2009. Since financial data change during the trading sessions, we have
downloaded the pages while the markets were closed.

4The number of sites considered for each attribute varies (even in the same domain) because not all the sources
present the same set of attributes (this is particularly evident for the Soccer domain) or because of limitations of the
data extraction process
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Figure 2: Synthetic experiments.

#sites %null #symbols #objects
Finance
last trade 20 12.08 545 525
day high 15 12.32 545 519
day low 14 10.94 541 512

$ variation 22 16.53 311 567
volume 17 10.90 575 515
Soccer
height 19 85.06 49 1221
weight 11 78.06 61 717
club 19 85.94 345 831

position 15 84.98 5 213
birthdate 21 85.05 2696 1706

nationality 18 87.02 112 566
VGames

ESRB 16 83.22 6 1003
soft. house 20 83.34 296 2089

Figure 3: Settings for the three real-world experiments.
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reliability value was 0.98, and it was 1 for eight sources. For the volume the reliability values
range between 0.81 and 0.99, with 15 sources above 0.90.

Soccer players In the sport domain, sources do not manifest a strong consensus, and the esti-
mated reliability values were more heterogeneous than in the stock quote domain. In this domain,
we also had a notable example: the reliability of one source was extremely low for all the attributes.
For example, we obtained a reliability value of 0.08 for height and of 0.01 for birthdate. We in-
vestigated the source and it turned out that the Web site exposes random data: values for players’
attributes change every time a page is loaded. 5 Excluding the reliability of this fake source, the
reliability for height ranges between 0.33 and 0.90, for birthdate between 0.90 and 0.99, for weight
between 0.51 and 0.76.

Videogames The results for this domain place between the two previous ones. The sources
expose the data with significant accuracy and for both attributes the majority of the sources have
reliability greater than 0.90.

We remark that an evaluation of the performance for the real-world configurations can be
derived from a comparison with the results of the synthetic experiments. For the stock quotes
scenario, the low amount of duplicates, the large alphabet sizes, and the number of sources (which
is always greater than 14) for each attribute guarantee that the algorithm estimated the reliability
for such sources with an average error below 0.02. For the soccer and videogames scenarios, the
settings present a much higher amount of null values, but in terms of average error the results have
an estimated error below 0.05 wrt the real reliability of the sources.
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