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Tunnel avoidanceTunnel avoidance

Low performanceLow performance
Heavy on routersHeavy on routers
Encourage inefficient routingEncourage inefficient routing

Difficult to troubleshootDifficult to troubleshoot
Security!Security!
To avoid them we must know they’re thereTo avoid them we must know they’re there

Transparent to IPv6, “singleTransparent to IPv6, “single--hop”hop”
What can we do?What can we do?
(What we can’t do: DNS)(What we can’t do: DNS)
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Tunnel detectionTunnel detection
Path MTU discovery can spot a tunnelPath MTU discovery can spot a tunnel

MTU of tunnel usually lower than native linksMTU of tunnel usually lower than native links
Certain MTU values typical of tunnelsCertain MTU values typical of tunnels

Allows us to find first tunnel in a pathAllows us to find first tunnel in a path
Often we only want to see if there is a tunnel or notOften we only want to see if there is a tunnel or not

Tool: Tool: findmtufindmtu ((linuxlinux, , freebsdfreebsd))

MTU=1500 MTU=1480
(1476,1280,…)

MTU=1500
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Tunnel confirmationTunnel confirmation
Tunnels provide no Tunnels provide no 
authentication mechanismauthentication mechanism
Any host that knows the Any host that knows the 
endpoints can “inject” endpoints can “inject” 
packets into the tunnelpackets into the tunnel
Allows Z to confirm the Allows Z to confirm the 
presence of a tunnelpresence of a tunnel
Also allows Z to:Also allows Z to:

Source IPv6 traffic from B, Source IPv6 traffic from B, 
bypassing routingbypassing routing
Find more tunnels from B Find more tunnels from B 
with MTU discovery (with MTU discovery (fragfrag))
Find v6 address of B (TTL=1)Find v6 address of B (TTL=1)

A B

Z A B Z X Payload

A = IPv4 address of A
A = IPv6 address of A

Encapsulated IPv6 packet
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How many tunnels?How many tunnels?
The 6bone registry The 6bone registry 
contains >1000 contains >1000 
““spoofablespoofable” tunnels ” tunnels 
(~25%)(~25%)
The rest nonexistent The rest nonexistent 
(~50%), down or filtered(~50%), down or filtered
We measured the MTU We measured the MTU 
from each endpoint to all from each endpoint to all 
BGP prefixesBGP prefixes
Results: native paths only Results: native paths only 
~ 8% of total~ 8% of total

100.0382956Total
1.14104Other
3.6136191428
8.2315251500

11.6444041476
36.11383581280
39.41509461480
%# pathsMTU
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How native are we?How native are we?
Percentage of BGP prefixes reached through Percentage of BGP prefixes reached through tunnel(stunnel(s) from) from

TT boxes, GARR, RIPE NCC. Even the “best” are TT boxes, GARR, RIPE NCC. Even the “best” are ≥≥ 62%62%
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ConclusionsConclusions
IPv6 largely relies on tunnelsIPv6 largely relies on tunnels

In total, 8% of paths nativeIn total, 8% of paths native
Native networks don’t do Native networks don’t do 
better than 40%better than 40%

Tunnels can be detected with Tunnels can be detected with 
Path MTU discoveryPath MTU discovery

This lets us avoid them This lets us avoid them 
where possiblewhere possible

In the future:In the future:
Tunnel detection coming to Tunnel detection coming to 
RIPE TTM serviceRIPE TTM service
TunneltraceTunneltrace

•• Like Like traceroutetraceroute, gives , gives 
information on tunnelsinformation on tunnels

•• Works, but not yet ready for Works, but not yet ready for 
distributiondistribution


